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~ BOCONG AN CONG HOA XA HOI CHU NGHIA VIET NAM
CONG AN TP HA NOI Doc lap - Tw do - Hanh phiic

V/v canh béo cac 18 hong bao méat nghiém
trong gdy mat an ninh mang, an toan thong tin

Kinh gtri:
- Cac S¢, ban, nganh, co quan ngang So;
- UBND cac x&, phuong thanh pho Ha Noi.

Thuce hién chir¢ nang, nhiém vu quén ly nha nudce vé an toan thong tin mang
trén dia ban thanh phé Ha Noi, Cong an Thanh phé phét hién mét s6 16 hong bao
mét nghiém trong trén cac nén tang Al, may chu thiét bi mang va Gmg dung phd
bién, tiém an nguy co' gy mit an ninh mang, an toan thong tin, cy thé nhu sau:

1. Nguy co xdm nhép tir nén tang AI OpenClaw

Nén tang Al OpenClaw (itng dung AI tw vin hanh — Al Agent) c6 chirc
nang tu dong ra soat, doc tép tin, khoi chay tng dung trén thiét bi may tinh va
thuc hién theo cac yéu cu cla nguoi dung. Viéc khai théac 16 héng bao mat
nghiém trong CVE-2026-33576 (Ma dinh danh: CVE-2026-33576, Ngay cong
bo: 28/3/2026; Piém CVSS: 9.8/10 — twong vmg véi mirc d¢ dnh hudng rdt
nghiém trong) cho phép tin tic chiém quyén diéu khién, xAm nhdp tir xa vao may
tinh va ra lénh cho AI Agent danh cap thong tin, dir liéu, anh hudng truc tiép dén
hoat dong ctia hé thong thong tin.

2. Cac 16 hong nghiém trong trén may chi, thiét bi mang va trinh
duyét web

- Céc 156 hdéng bao mat nghiém trong trén thiét bi dinh tuyén Router Tenda
AC10 (phién ban firmware 16.03.10.10_multi TDEO1): Ton tai cac 156 hong bao
mat tran bd nhd dém, chén 1énh hé diéu hanh va st dung khdéa ma hoa cung (CVE-
2026-5550, CVE-2026-5548, CVE-2026-5547, CVE-2026-5549, duwoc phdt hién
dau thang 4/2026, diém CVSS: 8.8/10). Khai thac 15 hdng nay, céc déi tuong tin
cong c6 thé thuc thi ma tir xa v6i quyén cao nhét; chén cau Iénh tai chic nang loc
dia chi MAC nham can thiép sau vao cdu hinh hé diéu hanh ctia thiét bi.

- Trén méy chil va phan mém quén tri Cisco (May chu Cisco UCS C-Series
M35, M6, E-Series M3, M6, Catalyst 8300 Series Edge uCPE): Cac 16 hong bao mét
(CVE-2026-20093, CVE-2026-20094, CVE-2026-20095, CVE-2026-20096, CVE-
2026-20160, duoc phdt hién dau thang 4/2026, diém CVSS: 9.8/10) cho phép tin
tac chiém quyén quan tri cao nhét (Admin) trén b diéu khién may chu. Tin tic c6
thé cai dit ma doc vao firmware médy chu ngay ca khi cai dit lai hé didu hanh, cu
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hinh BIOS. Pic biét, trinh quan Iy ban quyén phdn mém ndi bd cta hing nay cho
phép tin tic c6 thé giri cac yéu cau API doc hai nham thuc thi cic cau lénh can
thiép truc tiép vao hé diéu hanh ctia may chu.

- Trén trinh duyét Google Chrome: Ton tai cac 16 hong bao mat (CVE-
2026-5287, CVE-2026-5279, CVE-2026-5285, dwoc phdt hién tir dau thding
4/2026, diém CVSS: 8.8/10) 1oi dung trinh xem PDF tich hop, tin tic c6 thé tan
cong phat tan tép tin gia mao qua thu dién tir hodic mang internet nham lira nan
nhan thao tic mé tép, tir 46 chiém doat quyén diéu khién, danh cép dit liéu nhay
cam. Pong thoi, cong cu JavaScript cho phép tin tic thuc thi cac ma lénh tuy y
trong moi trudong sandbox cua trinh duyét.

3. Tu tinh hinh trén, nhdm ting cuong cong tac bao dam an ninh mang, an
ninh théng tin trén dia ban thanh phé Ha Nai, kip thoi phong ngira, ngén chan, tmg
phé véi cac nguy co mat an ninh mang, Céng an Thanh phé @ nghi cac don vi
khan truong thuc hién:

(1) Ra soat va khic phuc ngay cac 16 hong bao mat:

- B4i véi nén tang AI OpenClaw: Thuc hién ra soét trén cac may tinh do don
vi quan Iy c6 cai dit, sir dung nén tang img dung OpenClaw, tién hanh cap nhat Ién
phién ban 2026.3.28 hoac cao hon. Pong thoi thiét 1ap cac phan quyén bao mét (chi
cho phép doc/ghi khong cho phép chay file); vo hi€éu hoa chirc nang ty dong tai
xubng dé kiém soat dir liéu ngudn vao, giam thiéu t6i da nguy co bi tan cong, khai
théc. Tuyét dbi khong cai dit cac AI Agent ma nguon mé trén may tinh c6 két
nbi mang noi bd ctia don vi khi chua duge co quan chiic ning kiém tra, danh gia
an ninh, an toan.

- Dbi véi thiét bi Tenda AC10, hé théng may chii va phan mém quan tri
Cisco: Tién hanh ra soat, kiém tra phién ban firmware ctia hé thong thiét bi, phan
mém dang str dung; khan truong 4p dung bién phap khic phuc cac 16 hong bao mat
nghiém trong, cap nhat, nang cép Firmware/Software méi nhat “ACI0 V6.0
Firmware V16.03.62.09”; sit dung céac cong cu giam sat dé quét cac ban ghi (logs)
lién quan dén chudi ky tu HTTP bét thuong; v6 hiéu hoa tinh nang quan ly thiét bi
tir xa qua mang Internet (Remote Management).

- Cép nhat trinh duyét Google Chrome 1én phién ban 146.0.7680.178. Trong
truong hop chua cé ban va, can xem xét tam ngimg sir dung hodc 4p dung bién
phap céch ly mang d6i vai cac thiét bi nay.

(2) Pho bién, quan triét tGi can bg, cong chure, vién chirc nng cao y thic
canh giac, chip hanh nghiém céc quy dinh cta phép luét vé bao dam an ninh
mang, an toan thong tin va bao vé bi mat nha nudc. Tuyét dbi khong cung cép,
tai 1én (upload) cac tai liéu ndi b, bi mat nha nudc hoac déng bo hoa dir liéu,
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thong tin cta co quan, don vi véi cac cong cu tri tu¢ nhén tao (41) dé tranh nguy
co 10, mét bi mat nha nude hodc khai thac thong tin, tai liéu ndi bo.

Két qua ra soat, khic phuc yéu cau cac don vi tong hop, bao céo bang vin
ban gtri vé Cong an thanh phd Ha Noi truéc ngay .24 /4/2026 (qua Phong An ninh
mang va phong, chéng ti pham st dung cong nghé cao; Pia chi: 55 phé Ly
Thuong Kiét, phuong Cira Nam, Ha Ngi). Cong an thanh phd Ha Noi ctr dong chi
Tran Cong Hoang (s3 dién thoai: 0776.827.888) 1am diu mdi don ddc, phdi hop.

Cong an thénﬁl phé Ha Nbi trao doi cac Quy co quan, don vi dé phdi hop
cdng tac. i
Noi nhin:
- Nhu trén;

-P/c Giam déc CATP (dé béo céo);
- Luu: VT, ANM&PCTPSDCNC(D5).CH.04b.

})al ta Nguyen Tién Pat
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